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Motivation

Austria intends to launch a national research programme on safety and security that is complimentary to PASR — an EU funded Pre-
paratory Action on Security Research as well as the upcoming Seventh Framework Programme of the European Union. To prepare the
ground for this new national research funding initiative, a foresight process was started to investigate conceptual issues concerning
safety and security research and to identify Austrian priorities for research in this area. This initiative was coordinated by the Federal

Ministry for Transportation, Innovation and Technology of Austria.

International Frameworks
and National Contexts for Research
on Safety & Security

The first aim of the project ‘Safety/Security Research — Idea
and Procedures for Austria’ was to complete a comprehensive
conceptual investigation of this research area. The second was
to employ a bottom-up foresight approach for the identifica-
tion of research priorities for safety and security research from
an Austrian point of view.

The terms safety/security refer to a broad set of themes rang-
ing from personal safety to collective safety and security.
However safety/security research should be approached from
within an international framework that remains open to news
ideas, concepts and needs while respecting the national con-
text.

Twenty half-day workshops were organised with the involve-
ment of representatives of relevant public authorities and na-
tional research domains, stakeholders from the Austrian prov-
inces and federal ministries. This campaign marked the start of
the foresight process.

The Project Schedule
The project was organized as a sequence of five phases.

Phase 1 — Investigation of the Status Quo and Further Re-
quirements: In this project phase the most relevant national
policy actors and public authorities were involved along with
representatives of research organisations, representatives from
industry and trade unions as well as business councils and
international organizations such as OPEC and the UN. More
than 150 experts contributed about 1,300 statements in 20
half-day workshops to provide a broad cross sectional data-
base of opinion on security and safety issues.

The EFMN is financed by the European Commission DG Research. It is part of a series of initiatives intended to provide a ‘Knowledge Sharing Platform’
for policy makers in the European Union. More information on the EFMN and on the Knowledge Sharing Platform is provided at WWW.EFMN.INFO
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Phase 2 — Data Structuring and Ordering: The plethora of
data from the first phase was structured and ordered by a list
of keywords extracted mainly from the gathered statements.
Topics of Safety/Security research were extracted by means of
a multi-level content analysis method.

Phase 3 — Prioritization of Safety/Security Research Top-
ics: A process of gradual information clustering or pooling
provided 99 main statements as subtopics. The subtopics were
prioritized by a working group comprising participants from
different research organisations, the Austrian research promo-
tion agency and the federal ministries.

Phase 4 - Determination of Research Promotion and
Funding Thresholds for Prioritized Research Topics: The

same workgroup involving federal ministry representatives,
the Austrian research promotion agency and experts of re-
search organisations determined the thresholds for the mini-
mum amount of funding resources for the prioritized
safety/security research topics identified in phase 3.

Phase 5 — Proposal of an Accumulated Financial Budget
Frame for an Austrian Safety/Security Research Funding
Programme: Based on a European Safety/Security research
programme with more than €1Billion a year and an Austrian
annual financial contribution of around 2.3% to this pro-
gramme, an Austrian safety/security research funding pro-
gramme with an annual budget volume of more than €20Mil-
lion considered necessary to promote Safety/Security research
in Austria.

Social Stability &
Technological Support

The underlying foresight based approach to research priority
setting resulted in 35 Safety/Security research themes being
discussed during 20 half-day workshops and further supple-
mentary meetings. Moreover a further 35 Safety/Security re-
search topics were suggested in personal interviews with ex-
perts familiar with Safety/Security research.

To prioritize research topics of particularly importance for
Austria, they were first re-grouped under eleven thematic
categories. Finally these were bundled into four
Safety/Security areas for research. Labelled from A to D these
are described below.

A. The Fundamentals of Safety/Security Re-
search

It was necessary to distinguish four main aspects of fundamen-
tal research on safety/security:

e Theoretical aspects,

e Empirical questions, and

e  Scenario exercises.

The theoretical aspects consider the development of political
cultures in Europe, whereas the main empirical questions deal
with issues such as how to ‘export’ economic and social sta-
bility for example to new member states with a view to pre-
venting a political crisis. Issues to be addressed through re-
search on Safety/Security include:

Stability enhancing measures,

Alternative Safety/ Security concepts,

The protection of minorities and civil rights,

The proper handling of asylum,

Migration and the protection of immigrants.

Finally there is also a need to continuously update our under-
standing and assessments of the status quo on the basis of fu-

ture scenario exercises to explicitly assess possible threats to
Austria originating from both within and without Austrian
society.

B. Safety/Security Related Research and
Risk Analysis

The thematic category of Risk Analysis was split into four

sections:

e Risk analysis concerning Terrorism and War,

e Human risk factors,

e  Trust building capabilities,

e Risk analysis regarding societal development and scien-
tific-technological progress.

Terrorism and War was identified as one of the most signifi-
cant Safety/Security threats today. Non-proliferation strategies
and advanced detection technologies to provide protection
against atomic, biological, chemical and radiological threats
represent the heart of Safety/Security research in this area.

An important risk factor which has not been given due atten-
tion until now refers to the capabilities and limits of human
beings. This reveals itself especially in fields such as aviation
where there could be issues of pilot reliability or in road trans-
port where fatigue, recreational drug use or medication can
impair the performance of the driver, putting them, their pas-
sengers and the public at risk. Human error is another area.
Error avoidance and fault tolerance are therefore important
research fields in safety research. Trust building is important
to reduce this risk factor because it improves communication
and enhances cooperation and collaboration of human beings.

Unemployment and the future of the welfare system are of
constant concerns in modern societies. Social security, domes-
tic peace and democracy are intimately connected to
Safety/Security issues. It has to be considered that both ide-
ologies and values can shape and destroy societies. In a socie-
tal context ethical issues and human rights are also key issues
for Safety/Security research.
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Safety/Security research regarding scientific-technological
progress includes understanding the impact of non-intended
and un-foreseeable risks and their consequences. The investi-
gation and assessment of risks and their consequences in envi-
ronmental, social and economic terms is especially important
for new technology fields that have a security dimension such
as converging technologies.

C. Safety/Security Research on Crisis Pre-
vention

In prevention-of-danger research is focused on Safety/Security
building structures, as well as the detection of threats and ar-
eas that need special protection.

Education and training is an essential basis for building up
Safety/Security structures. One goal of such research is to
identify remaining opportunities for using education and train-
ing at all levels of human organisation — individual, family,
commune, the region, state, the European Union and global
society — to prevent crises, identify threats and manage risks.

The detection of threats implies the identification of threats
and the downstream application of instruments for crisis pre-
vention. Anthropogenic causes of threats can be anticipated

using tools such as scenario planning and can be used to de-
velop strategies for handling emergency cases.

The concentration of populations in urban areas, as well as the
economic importance of these areas implies a high level of
risk in cities. Safety/Security research on critical infrastruc-
ture, addresses issues such as the reliability, vulnerability, ro-
bustness and security of transport, energy or water supply in-
frastructure. This is a key theme for research on areas that
require special protection.

D. Safety/Security Research Regarding Civil
Defence and Crisis Management

Civil defence and crisis management depends among other
things on regional structures and topography.

The optimization of strategies for coordinating non-
governmental and governmental action forces at national or
international level, as well as crisis management techniques
and the development of emergency scenarios are crucial secu-
rity research concerns.

Technological and Management
Capabilities as Austrian Strengths

One of the first steps in this initiative was to survey the Aus-
trian research landscape in the Safety/Security research and
get an overview of what was being done, identify active Aus-
trian expertise and capacities in Safety/Security research at
universities and applied research organizations as well as Aus-
trian industry and in the Austrian small and medium-sized
enterprise sector.

The most relevant research organisations and industry actors
in prioritized Safety/Security research topics were identified.
The survey gathered data on more than 200 Austrian compa-
nies and 150 research organisations highlighting Austrian ex-
cellence and expertise in Safety/Security research. A number
of areas stand out in which Austria has specific strength as
well as a critical mass of research activity.

Tunnel Safety: Quite a number of Austrian small and medium
sized companies are highly specialized in tunnel construction
and safety.

Vehicle Design for Crisis Management: There is a steady
increase in the trans-European road transport of hazardous
goods. Research organisations such as ARC Seibersdorf Re-
search Ltd are specialized in areas such as monitoring the
transport of radioactive substances. Another example is the

‘Via Donau’ research organization that operates positioning
technologies for seamless tracking and tracing of hazardous
goods. Both of these possess unique expertise of considerable
importance for research on road transport related
Safety/Security.

The Prevention of Manmade and Natural Hazards: In re-
sponse to its natural topography Austria has developed con-
siderable experience dealing with the risk of flooding and pro-
tection against avalanches. It has developed considerable re-
search expertise in these and related areas of research.

Relevant Fields in Humanities and Social Science: Austria
has a research tradition in conflict management, crisis preven-
tion and counter-proliferation due to its neutral status and its
role as host to international organisations such as the UN and
the IAEA. It also has well developed research capabilities in
human rights and ethical issues as well as political integration.

The reporting team suggested drafting a national Safety/Secu-
rity research funding programme that focused on some of the-
se prioritized Safety/Security topics. A first call for proposals
has been launched for research on critical infrastructure issues.

The team also recommended the establishment of a ‘National
Agency for Safety/Security Research and Coordination’. The
role of this agency would be to develop and maintain intelli-
gence and know-how on medium to long-term Safety/security
issues, handle confidential information, prepare and carry out
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campaigns to increase public awareness on Safety/Security
concerns and be continuously involved in the advancement of
national Safety/Security strategies. Eventually this agency
should provide easy access to up to date information about
national capabilities in the field of Safety/Security research for
members of specialists as well as for members of the general
public.

They estimated that this would require a budget of about
€20Million on an annual basis to support a programme of
competitive research on Safety/Security issues as well as the
running of a ‘National Agency for Safety/Security Research
and Coordination’.

Potential Applications of Biometric Technolo-
gies, Protective Clothing and Cryptography

There exist quite a number of highly specialized companies
and applied research organizations in Austria that carry out
leading edge research in technologies intended for the
Safety/Security related applications. Companies in sectors
such as cybernetics or communications engineering, working
with research organisations have developed a high level of
expertise in applied biometrics. In other sectors such as vehi-
cle design, construction and textiles there is a strong presence
of small and medium sized companies specialised in the de-
sign of vehicles for crisis management and tunnel construc-
tion. Others are involved in the development of protective
clothing.

In the tertiary sector data processing and business services
related to software safety and interoperability, as well as the
development of model simulations for technological failure
management all have a role to play in the area of
safety/Security and should be involved in national research in
this domain.

Austrian research organisations have played an important role
internationally in the development of proprietary conditional
access systems. For example they have developed gateway
technologies using quantum cryptography or mathematical
algorithms which could lead to pioneering innovations in the
area of Information and Communication Technologies. Medi-
cine and biotechnology also has a contribution to make to
Safety/Security related research. There is a need to explore the
consequences and risks of new technologies through tech-
niques such as ‘technology assessment’ but inter-disciplinary
work on the prevention of natural, chemical and biological
hazards needs to be further encouraged, supported and coordi-
nated.

Some well-known research institutes in Austria work in fields
such as political integration, conflict management and crisis
prevention. Although there is extensive disciplinary know-
how and experience, there is limited inter-disciplinary and
trans-disciplinary networking on Safety/Security related issues
and no systematic coordination of efforts. An organization is
required to play this role and to raise the profile of the
Safety/Security research sector not only in Austria in Europe
and the rest of the world.

Meeting the Public Interest

The project “Safety/Security Research — Idea and Procedure
for Austria’ demonstrates the urgent need for continuous stra-
tegically coordinated Safety/Security research. There is in-
creased public interest in Safety/Security issues at European
Union level. The public authorities in Austria have a responsi-
bility towards their own population on Safety/Security issues,
as well as towards their neighbours in European Union. It is
therefore important to take action without delay.

Immediate steps include the establishment of a national pro-
gramme for Safety/Security related research to enable full

Austrian participation in the upcoming Seventh Framework
Programme of the European Union under the thematic priority
for “space and security research’.

This would help Austria to adequately respond to
Safety/Security incidents such as terror attacks, natural hazard
or large-scale technical failure. Answers and solutions to
Safety/Security challenges developed in the context of a suc-
cessful Austrian Safety/Security research programme will cer-
tainly be acknowledged by the public as a substantial contribu-
tion to the safety, security and well-being of its citizens.
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About the EFMN: Policy Professionals dealing with RTD, Innovation and Economic Development increasingly recognize a need to base decisions on broadly based
participative processes of deliberation and consultation with stakeholders. One of the most important tools they apply is FORESIGHT. The EFMN or European Fore-
sight Monitoring Network supports policy professionals by monitoring and analyzing Foresight activities in the European Union, its neighbours and the world. The
EFMN helps those involved in policy development to stay up to date on current practice in Foresight. It helps them to tap into a network of know-how and experience
on issues related to the day to day design, management and execution of Foresight and Foresight related processes.
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